
 
cy·ber·se·cu·ri·ty 

 noun \cibr-si-ˌkyu̇r-ə-tē\ 
 

measures taken to protect a computer or computer system 
(as on the Internet) against unauthorized access or attack 
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Cybersecurity overview 

• Cyberspace in Our Daily Lives 

• Securing the Cyber Ecosystem 

• Responding Quickly to Cyber Vulnerabilities 

• Identifying Cyber Vulnerabilities 

 

 



Cybersecurity in Our Daily Lives 

• Our daily life, economic vitality, and national 
security depend on a stable, safe, and resilient 
cyberspace. We rely on this vast array of 
networks to communicate and travel, power our 
homes, run our economy, and provide 
government services. 

• Yet cyber intrusions and attacks have increased 
dramatically over the last decade, exposing 
sensitive personal and business information, 
disrupting critical operations, and imposing high 
costs on the economy. 
 



Securing the Cyber Ecosystem 

• Combating cyber threats is a shared 
responsibility. The public, private, and non-
profit sectors, and every level of government 
all have an important role to play. 



Responding Quickly to Cyber 
Vulnerabilities and Attacks 

 
• It is clear that response to cyber attacks/crime 

ought to be swift since the speed of the attack 
and the total amount of damage caused could 
cripple an organization/business thus our 
livelihoods. 



Some Statistics (Source:USA Today) 

Year  Virus/Worm   Estimated Damage 

1999 Melissa virus    $80 million 

2000 Love Bug virus    $10 billion 

2001 Code Red I and II worms  $2.6 billion 

2001 Nimda virus  $590 million to $2 billion 

2002 Klez worm     $9 billion 

2003 Slammer worm    $1 billion 



Additionally (Source: Alinean) 

Business Application Estimated Outage Cost per Minute 

Supply chain management $11,000 

E-commerce $10,000 

Customer service $3,700 

ATM/POS/EFT $3,500 

Financial management $1,500 

Human capital management $1,000 

Messaging $1,000 

Infrastructure $700 



Identifying Cyber Vulnerabilities 



• You Are A Target 

• Social Engineering 

• Email & Instant Messaging 

• Browsing 

• Social Networking 

• Mobile Device Security 

• Passwords 

• Data Security 

• Wifi Security 

• Hacked  
 



Six Ways to Protect Yourself From 
Online Hackers 

1. Don't use the same passwords 

2. Don't use the same security questions same 
passwords 

3. Beware your history 

4. Share less 

5. Watch for red-flag questions 

6. Read the fine print 



Suspect E-mail 
信用狀到期還單代償。現金貸款。合法租賃公司'客票貼現'年息17%。房屋全額貸款。服務電話：０９５８５６９０３５‧押
標金銀行代墊款手續費1%。Wed, 21 Apr 2010 16:02:01 +0200 ✆ to tg.global  
show details 6:57 AM (0 minutes ago)  
Warning: This message may not be from whom it claims to be. Beware of following any links in it or of providing the 
sender with any personal information.  Learn more 
Chinese (Traditional Han)> English   Translate messageTurn off for: Chinese (Traditional Han) 
誠信經營。房屋全額貸款。服務電話：０９５８５６９０３５‧凡已向銀行貸款者，或未貸款者。L/C額度申請。Wed, 21 Apr 
2010 17:02:01 +0300 
合法租賃公司'客票貼現'年息17% 
房屋全額貸款 
二胎房貸'中古車貸款 
增資驗資，存款證明 
訂單貸款 
銀行換單代墊 
各式珠寶'鑽石'名錶' 
租賃基本架構 
機械設備租賃與分期 
大型船舶各種租賃與分期 
航空器、飛機引擎各種租賃與分期 
海外台商融資租賃分期 
專案業務租賃與分期(Project Finance) 
廠辦、商辦售後租回 
土地整合/合作開發 
歡迎您來電:０９５８５６９０３５ 
‧營運週轉金。買屋不用頭款。專辦農地。空地。道路地。公司工廠。貸款。Wed, 21 Apr 2010 07:56:01 -0600 
 



Suspect E-mail 2 
Complaint Case #876765980209 
From IRS.gov 
To tony@orcasit.com 
Date 05/29/2013 14:46 
Priority Normal 
Message 3 of 4 < > 
Complaint_876765980209.zip 
To protect your privacy, remote images are blocked in this message. Display images 
  
You have received a complaint in regards to your business services.  
The complaint was filled by Mr./Mrs. Ireneo CABUENA on 05/29/2013/ 
 
Case Number: 876765980209  
 
Instructions on how to resolve this complaint as well as a copy of the original complaint are attached to this email. 
 
Disputes involving consumer products and/or services may be arbitrated. Unless they directly relate to the contract 
that is the basis of this dispute, the following claims will be considered for arbitration only if all parties agree in writing 
that the arbitrator may consider them: Claims based on product liability; Claims for personal injuries; Claims that have 
been resolved by a previous court action, arbitration, or written agreement between the parties.  
 
The decision as to whether your dispute or any part of it can be arbitrated rests solely with the IRS.  
 
The IRS offers a binding arbitration service for disputes involving marketplace transactions. Arbitration is a convenient, 
civilized way to settle disputes quickly and fairly, without the costs associated with other legal options.  
 
2013 Council of IRS, Inc. All Rights Reserved. 
 



"Code Wars: America's Cyber 
Threat" 

Click to play video 

http://video.cnbc.com/gallery/?video=3000022244
http://video.cnbc.com/gallery/?video=3000022244
http://video.cnbc.com/gallery/?video=3000022244


Questions and Answers 


